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IHoauTHKA

HHpopManHOHHOH 6e30NMacHOCTH
MYHHUHNAJILHOT0 001eo6pa3oBaTe/ILHOI0 YupeKIeHHust

«Cpeansis mxosa Ne 34 KpacHookrsibpbckoro paiiona Boarorpaaa»

1. O0mue noJ1oKeHus.

1.1 [Tortuka uHOpManMOHHOW  0€30MacHOCTH  MYHHULMIAIBHOIO
obmeoOpazoBarenibHOro  yupexzaeHus  «Cpeauss mkona Ne 34
KpacHookTsOpbeckoro paiiona Bonrorpama» (nanee-lllkona) ompenensier uenu u
3a/la4i CUCTeMbl oOecrieyeHnss HHPOpMaLMOHHOM 0€30I1aCHOCTU U yCTaHABJIMBAET
COBOKYITHOCTh IIPAaBHMJI, TNpOLEAYp, IpaKTHYECKUX T[pPUEMOB, TpeOOBaHUN U
PYKOBOASILMX IPUHLUMIIOB B o0nacTu MHQPOpMALMOHHON Oe3zonacHocTu (nasee-
H1B), KOTOPBIMU PYKOBOICTBYIOTCS paOOTHHKH LLKOJIbI [IPH OCYIIECTBICHUH CBOEI
NesITETbHOCTH.

1.2. OcHoBHo# uensto [lonutuku wuHGOpMaumoHHoi Oe3zonmacHocTH LlIkonbl
ABISieTCS 3alMTa HHQOpPMALMM IIKOJbI IPH OCYIIECTBICHHH YCTaBHOM
NesATeNbHOCTH, KOTOpas IpeaycMaTpHUBaeT NPHHATHE HEOOXOAMMBIX Mep B LIeJsiX
3alIMTHl MH(MOpPMALMKM OT CIy4aHHOro WIM TNpeJHaMEepPEeHHOr0 W3MEHEeHHs,
PacKpBITHS ~ WJIM  YHHYTOXKEHHS, a Takke B Uemax coOmojaeHus
KOHOUAECHUHAIBHOCTH, LIEJIOCTHOCTH U JAOCTYIHOCTH MH(pOpMauuu, obecrieyeHus
npolriecca aBTOMaTU3MPOBAHHON 00pabOTKH JaHHBIX B yIIPABICHUH.

1.3. ITonutuka uHdpopmaunoHHO#M Ge3omacHOCTH pa3paboTaHa B COOTBETCTBUU C:
QenepanbHbiM  3akoHOM oT 27 wmrons 2006 Ne 149-03 «O6 wuHpopmanmy,
HH(OPMALIMOHHBIX TEXHOJIOTHAX M O 3alIUTe U HHOOPMALIMK» C H3MEHEHHAMHU Ha
30 nexabps 2020 rona, ®enepanbHbiM 3akoHOM Ne 152-D3 ot 27 urons 2006 roaa
"O nepcoHanbHBIX JaHHBIX" ¢ Uu3MeHeHussMH oT 30 nekabps 2020 roaa,
QenepansHeiM 3akoHOM 0T 06.04.2011 N 63-®3 (pex. or 08.06.2020) "O6
3JIEKTPOHHOM MOANUCH" (C U3M. U J01., BCTyI. B cuiy ¢ 01.01.2021),

Ykazom Ilpesunenrta Poccuiickoit ®@enepauun or 06 mapra 1997 Ne 188 «O6
yrBepikaeHun [lepeuns cBeneHHH  KOHQUIGHUMAIBHOTO  Xapakrepa» ¢
n3MeHeHusMH Ha 13 mrons 2015 roaa,



[Ipukaza DexepanbHOH CIy)Obl 0 TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO OT
18 ¢espans 2013 roma N 21 «O06 yrBepxaenun CocraBa M COJEpKaHHA
OpPraHM3allMOHHBIX M TEXHHYECKMX Mep mo obecniedeHUI0 Oe30I1aCHOCTH
IePCOHAJIbHBIX JaHHBIX TpH HX 00paboTke B MH(MOPMALMOHHBIX CHCTEMaXx
MIEPCOHANIBHBIX JTaHHBIX»

(c usmenenusimMu Ha 14 mas 2020 rozaa)

[TocranosinenueM IlpaButenscrBa PO Ne687 ot 15.09.2008 «O6 yTBepikaeHUH
[Tonoxenuss 00  oCOOeHHOCTSX  OOpabOTKM  MEpPCOHAIBHBIX  JAHHBIX,
ocylecTBIsieMol 0e3 HCIOJIb30BaHUS CPEACTB aBTOMAaTH3alUHU», a TaKKe pAIOM
MHBIX HOPMAaTHBHBIX [IPABOBBIX aKTOB B Chepe 3aIUThl HHPOPMALHH.

1.4. Beinonunenue Tpebosanuii ITonmutuku Ub sBnsercs obs3arenbHBIM JUIs BeeX
paboTHuKOB I1IKOIBI.

1.5. OtBeTcTBEHHOCTh 3a coOuroaeHHe MHGOPMALMOHHON ©Oe30macHOCTH HeceT
Ka)K/IbIi COTPYHHK LIKOJIBI,

2. lenb 1 3224 NOJTHTHKH HHPOPMALHOHHOH 0€30MaCHOCTH.

2.1. OcHoBHBIMH LensMu noauTHkd WUb siBnstoTes:

-cOXpaHeHHe KOH(QHUIEHIIHATbHOCTH KPUTHYHBIX HH()OPMAIIHOHHEBIX PECYPCOB;
-o0ecrieyeHre HellpepbIBHOCTH JIOCTYTa K MHGOPMALIMOHHBIM pecypcam LIKOJIbI;
-3alUTa LEJIOCTHOCTH HMH(OPMAaUUH C LENbI0 TOAJAEPIKAHUS BO3MOXKHOCTH
1IIxosB! MO OKa3aHMIO YCIYT BBICOKOTO Ka4eCTBa U NPUHATHIO 3 (EKTUBHBIX
yTpaBieHYeCKHX PelleHUH;

~-[IOBBIILIEHHE OCBEJOMIIEHHOCTH I10JIb30BaTe/Ieil B 00JIaCTH PUCKOB, CBS3aHHBIX C
HHPOPMAILIMOHHBIMH peCcypcaMy LIKOJIBI;

-ompe/ielieHHe CTENeHH OTBETCTBEHHOCTH M 00S3aHHOCTEH COTPYAHMKOB TI0
obecrnieyeHHI0 UH(POPMAIIMOHHOM 6€30ITaCHOCTH B YIIPaBJICHUH.

-TIOBBILLIEHHE YPOBHS 3(()EKTUBHOCTH, HENPEPBIBHOCTU, KOHTPOJIUPYEMOCTH MeEp
110 3alIUTe OT pealibHbIX yrpo3 Ub;

-TIpeI0TBpallleHue W/WiIH CHWKeHHe yiiepda ot uHuuaeHToB Ub.

2.2. OcHOBHBIMH 3a1a4yaMu nonuTHKH Wb sBnsroTes:

-pa3paboTrka TpeboBanuit no obecneuenuto Ub;

-KOHTpPOJIb BBIINOJIHEHHS YCTAaHOBJIEHHBIX TpeboBaHui 1o obecneuenuro Ub;
[ToBbimieHHe 3P HeKTUBHOCTH, HENPEPHIBHOCTH, KOHTPOJIHUPYEMOCTH MEpPONPUSATHI
no obecnieyenuio U noguepxanuio Mb;

-pa3paboTka HOpMaTUBHBIX JOKYMEHTOB /st obecneuenus Ub 1kosr;
-BBIABJIEHUE, OLIEHKA, IPOTHO3MPOBAHHE M NPENOTBpPAIEHHE pealH3alld yrpo3
Wb mkosr;

-OpraHu3alus aHTUBUPYCHOM 3aLUTHI HH)OPMALIHOHHBIX PECYPCOB LIKOJIBI;
-3alUTa MHGOpMaLMK LIKOJIBl OT HeCaHKIMOHUpoBaHHOTO poctyna (manee-HC]I)
¥ YTEUKH 10 TEXHUYECKUM KaHajlaM CBSI3H;

-OpraHu3alus MepUOJAMYECKOW MpoBepkd coOMofeHus HHGOOPMALMOHHOM
0e30IMaCHOCTH C TMOCIEAYIOUIMM NpEeACTaBIeHHEeM OT4eTa 10 pe3yJibTaTam
yKa3aHHOI NPOBEPKU AUPEKTOPY LIKOJIbI.

3. KoHuentyaabHasi cxema ofecnneyeHHs1 HHpOpMalHOHHOH 0€30MaCHOCTH.



3.1. TNonurtuka Wb [llkonsl HampaBieHa Ha 3alIUTy MH(MOPMAIMOHHBIX PECYPCOB
(akTHBOB) ~ OT  yrpo3, HCXOAAIIMX  OT  IPOTHUBOIPABHBIX  JEHCTBUH
37I0YMBIIIIEHHUKOB, YMEHBIIIEHHE PUCKOB H CHHIKEHME TMOTEHIMAIBHOIO Bpe/a OT
aBapuif, HempeJIHAMEPEHHbIX OIIHOOYHBIX JEHCTBHH COTPYIHHKOB ILIKOJIBI,
TEXHHYECKHX cboeB aBTOMAaTU3HPOBAaHHBIX CHUCTEM, HeINpaBHJIbHBIX
TEXHOJIOTMYECKHX M OpraHM3allMOHHBIX pellIeHWi B Ipoleccax [oucka, cbopa
XpaHeHus, 00paboTKH, MpPeAOCTaBIEHUS W paClIpOCTPAHEHUS HMHQOpMALUH H
obecnievyenune apdexTrBHOrO M HecriepeOOHHOro npouecca AesTeIbHOCTH.

3.2. HauGonpluuMe BO3MOXXHOCTSMHM JUIS HaHeceHus yumiepba oOnagaer
cobctBenHblii mepcoHan [llkonel. Puck aBapuit M TexHMUYecKHX cOOeB B
aBTOMATH3UPOBAHHBIX CHCTEMax OIpelesieTcss COCTOSHHMEeM  ammapaTHOro
obecrieyeHus, HAJEKHOCTBIO CHCTEM 3HEProcHaOXKEeHUs M TelIeKOMMYHHMKaLWH,
KBaTM(PUKALMEH COTPYAHMKOB M HX CIOCOOHOCTBIO K QJEeKBaTHBIM H
He3aMe/IMTeNIbHBIM JeHCTBUSM B HEIUTATHON CUTYalLHH.

3.3. Crparerus obecneuenust Ub I1lkonsl 3aKkitodaeTcst B UCIIOJIB30BaHUH 3apaHee
pa3pabOTaHHBIX Mep NPOTHUBOAEHCTBUS aTakaM 3JIOYMBILIJIEHHUKOB, a TaKxke
IIPOrpaMMHO-TEXHUYECKUX U OpPraHU3alMOHHBIX PEILIEHHH, ITO3BOJISIOIMINX CBECTH
K MHHUMYMY BO3MOXXHBIE IIOTEpPH OT TEXHHYECKMX aBapui U OMMOOUYHBIX
neuctBuid cotpyAHUKOB LIIkobL.

4. OcHOBHbBIE NPHHUHNBI 00ecnedeHHsI HHPOPMALHOHHOH 6e30NaCHOCTH.

4.1. OcHoBHBIMHU npuHIMNIaMU obecniedenus Ub:

-TIOCTOSIHHBIN U BCECTOPOHHMI aHaJIU3 aBTOMATU3UPOBAHHBIX CHCTEM U TPYIOBOI0
npouecca ¢ LesbiO BhISBIEHUS YS3BUMOCTH HHMOPMaLIMOHHBIX akTUBOB LLIKoIbI;
-CBOEBpeMeHHOoe 0OHapyx eHHe MpodiieM, MOTEHLMAIBHO CITOCOOHBIX MOBIUATH HA
Wb Illkonbl, KOPPEKTUPOBKA MOEJIEH YIPO3 U HApYILIUTEIS;

-pa3paboTKa ¥ BHEPEHHUE 3aILUTHBIX MEP;

~KOHTPOJIb 3(pPEeKTUBHOCTH NIPUHUMAEMBIX 3aLIUTHBIX MEp;

-nepcoHMUKaLMsg M pasfie/leHHe pojiel MW OTBETCTBEHHOCTH  MEXIY
corpyauukamu lllkoner 3a obecnedenue MB Illkonbl MCXOAMT M3 NpUHUMIA
NIEPCOHAJIBHOH U €IMHOJIMYHON OTBETCTBEHHOCTH 3a COBEpIIaeMble OIlepaliHu.

5.00beKThI 321U THI.

5.1. O6bekTamu 3auuThl ¢ ToukH 3peHus: Ub B Illkone sBastoTes:
-MH(OPMALIMOHHBIH Mpoliece NpodhecCHOHATBbHOM AesATeIbHOCTH;
-MH(pOopMalMOHHbIe aKTUBBI L1IKOJIBbL

5.2. 3amuinaemast HHGOpMaLMs JEIUTCS Ha CIEAYIOLUE BUIBI:

-uHpopMaLus 1Mo GHHAHCOBO-IKOHOMHYECKOH AesTenbHOCTH LLIKobL;
-TIepCOHANbHBIEe JaHHbIe — JI00as HHOpPMAaLKsl, OTHOCSIIASCS K OINpeaeIeHHOMY
UK OIpeJieNiieMOMYy Ha OCHOBAHHM Takod HHpopMaLUU (GU3HMYECKOMY IIUILY
(cyObekTy mepcoHalbHBIX HaHHBIX), B TOM YHCIe ero (paMuius, UMs, OTYECTBO,
rojf, MeCsl, Jara H MeCTO pOXAEHHWs, aIpec, CceMeiHoe, COLHalIbHOE,
HUMYIIECTBEHHOE I[I0JIOXKEHHe, oOpa3oBaHHe, mnpodeccus, HOXOABI, JApyras
uHpOpMAaLIH;



-Japyras uH(GopMaLUs, He OTHOCSAIIASACS HU K OJIHOMY M3 YKa3aHHbIX BbIIIE BHJOB,
KoTopast ~oTMedeHa rpudom «Jlns  ciyxeGHOro  MONB30BAHUA» MM
«KoHpuneHmambHo».

6. Tpeboanus no HHGOPMALHOHHOH 0€30NACHOCTH.

6.1. B orHomeHHHM BceX COOCTBEHHBIX WH(OpPMALMOHHBIX akTHBOB IlIkoibl,
aKTHBOB, HAXOAAMMXCH 11071 KoHTposeM LLIkoibl, a Takke aKTHBOB, UCIIOJIB3YEMbIX
JUIs MoJy4deHHus aoctyna K uHppactpykrype LlKkossl, 1okHa OBITH onpejeneHa
OTBETCTBEHHOCTHb COOTBeTCTBYIOIIero corpyanuka (oB) Llkonel. Mudopmanus o
CMEHE BJIa[IeNIbLIEB AKTHBOB, HX paclpe/ie/IeHHH, H3MEHEHUAX B KOH(GUrypaluu U
UCMOJB30BaHUK 3a npejenamu IIIKonsl J0/MKHA [JOBOAMUTHCS [0 CBEJCHHUS
nupekropa LlIxonsl.

6.2. Bce pabotel B npesenax I1Ikonsl TOJDKHBI BBITIONHATHECS B COOTBETCTBHH C
oULMaTbHBIMUA JOJDKHOCTHBIMH OOSI3aHHOCTSMH TOJIBKO Ha KOMIbIOTEpax,
paspeleHHbIX K UCI0Ib30BaHuio B [lIkore.

6.3. Baoc B 3nanue 1 nomeweHus [IKombl TUYHBIX MOPTATUBHBIX KOMIIBIOTEPOB U
BHELIHMX HOcHTeled MHpopMaluu (AMCKH, (IdLI-KapThl U T.I.), @ TaKXKe BBIHOC
MX 3a [npeiensbl WIKOJbI TPOH3BOJAMTCA TOJBKO TIPH COIJIACOBAHHH C
aamuHuctparopoM JIBC (n10kanbHas BEIMUCIUTEIbHAS CETh).

6.4. Bce naHHble (KOH(MIEHLHMaIbHBIE HJIM CTPOro KOH(HAEHLHMANbHbIE),
cocrapistoniie TaiHy LLIkosbl 1 XpaHsMecs Ha JKECTKUX AUCKax MOPTAaTHBHBIX
KOMIIBIOTEPOB, A0/KHBI ObITH 3alIM(DPOBAHEI.

6.5. B nensx obecnievyeHuss CaHKIMOHUPOBAHHOTO J0CTYNA K UH(YOPMALMOHHOMY
pecypey, mo6oil BXOJ B CHCTEMY IOJDKEH OCYILIECTBIATHCS C MCIOJb30BaHHEM
YHUKAJIBHOTO UMEHH I10JIb30BaTeNs U 1apois.

6.6. Ilonp3oBaTenu JOJKHBI PYKOBOACTBOBATHCS PEKOMEHAAUMSMU IO 3alIUTe
CBOEro TMapojii Ha JTrane ero BbIOOpa M INOCHEAYIOUIEro MCIOJIb30BaHHMA.
3anpeniaeTcss coodWaTh CBOM Mapojib APYTHMM JIMLAM HIM MPeAOCTaB/IATh CBOIO
YUYETHYIO 3a[MCh IPYT'UM, B TOM YHUCIIE YIeHaM CBOEH CeMbH U OIIM3KHUM.

6.7. B npouecce cBoeit paboThl COTPYAHUKH 00s3aHBI MOCTOSHHO MCIOJIB30BAThH
pexxkum  "DKpaHHOW 3acTaBKM" C NaposibHOM  3amuTod. Pekomenayercs
yCTaHaBIMBaTh MaKCHMMallbHOE BpeMsl 'MpocTos”" KOMIbIOTEpa A0 IOSBICHHS
9KpaHHOM 3aCTaBKH He J10J1bllie 15 MUHYT.

6.8. CorpyaHukam, uCrnosib3ylomMM B paboTe MOPTaTUBHBIE KOMIIBIOTEPHI
[IIxonbl, MOXeT OBITH NpeAOCTaBlIeH YyJAaJeHHBIH JOCTYI K CETEBLIM pecypcam
IIIk0J1BI B COOTBETCTBHH € [paBaMH B KOPIIOPATUBHOM HH(GOPMALIHOHHOH CHCTEME.
6.9. Cotpyanukam, pabGortaiommMm 3a npegenamu Llkonsl ¢ ucnosns3oBaHHeM
KOMIIbIOTepa, He npuHanexamiero [lkone, 3anpenieHo konupoBaHue AaHHBIX Ha
KOMIIBIOTEp, ¢ KOTOPOI'O OCYIECTBIACTCA YAaJeHHbIN JOCTYIIL.

6.10. CoTpynHukyu, UMEIOLIHE NMPaBO yAAJIEHHOro AOCTYNa K MH(GOPMALMOHHBIM
pecypcam  Illxonel, jgomkHbl  cobmojate  TpeboBaHMe, HCKIIOYalOLIee
OJIHOBPEMEHHOE MOJAKJIIOYeHUEe UX KoMIbioTepa K ceTd ILIKoJbl U K KakKuM-JIH60
IPYIrUM ceTsiM, He npuHaanexamum Llkoe.



6.11. Bce KOMIBIOTEpHI, MOAKIOYAEMbIE MOCPEACTBOM Y/IAJIE€HHOIo J0CTyna K
uHpopMaunoHHoit cetu IlIKoJBI, DODKHBI MMETHh IMPOrpaMMHOE olecreyeHHe
AaHTUBUPYCHOH 3aIlUTHI, MMEIOLEee MToCIeIHHE OOHOBIICHHU.

Hoctyn k cetu MHTepHeT obecrieunBaeTcst TOJIBKO B IIPOU3BOJICTBEHHBIX LENAX U
He MOXKeT UCIIONIb30BaThCs /U1l He3aKOHHOM JeATeIbHOCTH.

JHoctyn x cetd MHTepHeT orpaHuyeH (UIbTPaMH, YCTAHOBJIEHHBIMH MHTEPHET —
[IPOBai1IepOM.

6.12. IlpaBuia ucnons3oBanus cetd Murepuer B Illkosne:

-cotpynuukam IlIkonsl paspemraercs HCHoOJib30BaTh ceThb MHTepHeT TOIbKO B
CIy)XeOHBIX LeJsiX;

-3alpelaeTcs Iocemenue aodoro caita B cetu VIHTEpHET, KOTOPBIA CYMTAETCA
OCKOpOHMTENIbHBIM Ul OOIECTBEHHOTO MHEHHMsS WM COAEPKHT HH(OPMALUIO
CEeKCyaJIbHOI0 XapakTepa, MpomnaraHay pacoBOH HEHaBHCTH, KOMMEHTapHH II0
MOBOJly Pa3/IMYMs/TIPEBOCXOJCTBA I0JIOB, JMCKPEAMTHPYIOLIHE 3asBIECHUS HIIH
WHBIE MaTephajbl ¢ OCKOPOMTEIBHBIMU BBICKA3bIBAHUSIMHU I10 MOBOJY YbEro-iudo
BO3pacTa, CEKCyaJlbHOH OpHEeHTallUH, pPEJIMTHO3HBIX WM  MOJUTHYECKHX
yOexK/IeHHH, HAIIHOHAIBHOTO TIPOUCXOXKIEHHS UM HeleeCIoCOOHOCTH;
-coTpyHuKu 1IIkoJIbI He JOJDKHBI MCIIONb30BaTh ceTh MHTepHeT s XpaHeHus
KOPIIOPAaTUBHBIX JaHHbIX;

-pabota coTpynHHKOB wIKoibl ¢ MHTepHer-pecypcamu JOIMyCKaeTcss TOJBKO
PeXMMOM  MPOCMOTpa HMHGPOPMALMM, HCKJIIOYass BO3MOXHOCTh Iepeaayu
uHpopmaimy I1Ikomsl B ceTh MIHTEpHET;

-COTpYJAHHKAM, HUMEIOLIUM JIMYHBIE Y4YeTHbIE 3aluCH, IPe/I0CTaBIEHHbIE
nyONMYHBIMM ~ TIpOBaljepaMu, He paspellaeTcss II0JIb30BaThCsl MMM Ha
obopynoBanuy, npuHaiexaieM [ikoe;

-cotpyaHuku IlIkonsl mepen OTKPEITHEM MM pachpocTpaHeHHeM (ailios,
IOJIy4eHHBIX Yyepe3 ceTh MIHTepHeT, J0KHBI IPOBEPUTH UX HA HAJTMYHE BUPYCOB;
-3arnpelteH goctyn B MuTepHer yepes cerhb LIIKOBI 171 BCEX JIML, HE SBIISIOLIMXCH
corpynHukamu 1IIkounbl, BKIIFOYas 4I€HOB CeMbU COTPYAHUKOB I1IKOIIbI.

6.13. CoTpyJHUKHU JOJIXKHBI [IOCTOSHHO TIOMHHTHE O HEOOXOAMMOCTH OOecreYeHus
Gusnyeckoii GezomacHocTH 000pYIOBaHHS, HA KOTOPOM XPaHUTCS MH(OpMALUA
HIxomnsl.

6.14. CoTpyHHKaM 3alpelleH0 CaMOCTOATEIbHO H3MEHSATb KOHQUIYpalHIo
anmnapaTHOro U IPOrpaMMHOr0 0O0ecreYeHHUs.

6.15. Bce xommbioTepHoe o0opyaoBaHHWe (cepBephbl, CTAalMOHApHblE H
MOPTAaTUBHBIE  KOMIIBIOTEpHI), nNepudepuitHoe obopynoBaHue (Hampumep,
NIPUHTEPHl M CKaHEphl), akceccyapsl (MaHHITYJISATOPbl THMA "MBIIIL", HIApOBbIE
MaHHUITYJISTOPBI, IUCKOBOABI Mg CD-1ucKoB), KOMMYHHKALlMOHHOE 000py0BaHHE
(HanpuMmep, (dakc-MoJeMbl, CeTeBble afanTepbl U KOHLEHTPATOPHI), ANS ILelei
HACTOSAIIEH ITOJMMTHKH BMeCTe HMMEHYIOTCS 'KOMIBIOTepHOoe oOopyaoBaHue".
KomnbiorepHoe obopyaoBanune, mnpenocrasieHHoe Illkosiol, sBigercs ee
COOCTBEHHOCTBIO M TIPEJIHA3HAYEHO JUIS MCIIOJIb30BaHUsl MCKIIIOYUTENBHO B
IPOU3BO/ICTBEHHBIX LIEJIAX.



6.16. Kaxnaplii COTpPYyAHMK, TIOJYYMBLIMH B [10Jb30BaHHE IOPTATHBHBINA
KOMIIbIOTEp MJIH HOYTOYK, 00si3aH MPUHATH HajJexallle Mepsl 1o obecrnevyeHuro
€ro COXpaHHOCTH.

6.17. Bce koMIBIOTEPHI JOJDKHBI 3alMIIATECS [1apoJieM MpPU 3arpy3Ke CHCTEMBl,
aKTHBALMU [0 Topsiyedl KIaBUILIM M [OCJIe BbIXOJAa M3 pexuMma "DKpaHHOM
3acTaBKU". JJIs1 yCTAaHOBKH PEeKUMOB 3aLMTHI 110J1b30BaTEb JOJIKEH 00paTUTHCS K
CHCTEMHOMY aJIMHUHHUCTpATOpPY. [laHHBIE HE 0JKHBI ObITH CKOMIIPOMETHPOBAHBI B
Cllydyae XaJaTHOCTH WIM HeOpeXHOCTH MpHBeJllell K norepe 00OpYAOBaHHS.
[lepen yrunusauued Bce KOMIIOHEHTbl 000pYy/l0BaHHS, B COCTaB KOTOPHIX BXOAST
HOCUTENIH JaHHBIX (BK/IIOYas KECTKHe AMCKH), HeoOXOAUMO MpoBepsAThb, YTOOHI
yOenUuThCs B OTCYTCTBMM HAa HUX KOHQOUACHUMAIBHBIX NAHHBIX M JIMLEH3MOHHBIX
NpoAyKTOB. JlokHA BBIMOJHATECS Tpoueaypa (OpMaTUPOBAHUS HOCHUTENEH
MH(OpPMAaLMH, UCKIIIOYAIOAsi BO3MOKHOCTh BOCCTAHOBJICHHS JaHHBIX.

6.18. Bce mnporpammHoe obecrieyeHue, YCTAHOBJIEHHOE Ha MpeOCTaBIEHHOM
koo KOMMBIOTEPHOM 000pYAOBaHMH, ABiAseTcs cOOCTBeHHOCTHIO IlIKOBI M
JIOJKHO HCIIOJIB30BaTHCS HCKITIOYUTEIBHO B IIPOU3BO/ICTBEHHBIX LEISX.

6.19. Cotpynnukam 3anpelaercs YCTaHaBIMBaTh Ha MPENOCTABIEHHOM B
MOJAb30BaHUE KOMIIBIOTEPHOM O0OpY/0BaHMM HECTaHJapTHOE, HEeJIULEH3HOHHOe
nporpaMMHOe ofecreyeHue WIM TporpaMmHoe obecrieyeHue, He HMerollee
OTHOILIECHHS K UX MPOU3BO/ICTBEHHOH AESATEIbHOCTH.

6.20. Ha Bcex nopraruBHBIX KOMMBIOTEpaX W HOYTOyKax J0JDKHBI OBITH
YCTAHOBJIEHBl ~ NPOrpaMMbl, HeoOXoAMMBIe  JUIi  oOecrnedyeHus  3alUThl
UHpOpMaLIUHK:

- [IEPCOHAJIBHBIA MEXXCEeTeBOM 3KpaH;

- aHTUBHPYCHOE NPOorpaMMHoe obecrneyeHue;

- IporpaMMHoe obecrnedyeHue MHPpPoOBaHUS KECTKUX JAUCKOB,;

- MporpaMMHoe obecreyeHue IupoBaHUS MTOYTOBBIX COOOILIEHHI.

6.21. Bce KOMIBIOTEPBI, MOAK/IIOYEHHbIE K KOPIOPATHBHOM CETH, JOJKHBI OBITH
OCHAIIIEHbl CHCTEMON aHTHBHPYCHOM 3aLIUTHI.

6.22. CoTpyAHUKH IIKOJIbI HE JOJKHBIL:

- 610KMpOBaTh aHTUBUPYCHOE NPOrpaMMHoOe obecrieyeHue;

- YCTaHaBIIMBATh JIpyroe aHTUBHPYCHOE IporpaMMHoe obecreueHue;

- M3MEHATh HACTPOMKH W KOHQUIypalMIO aHTHUBUPYCHOIO IPOrpaMMHOI0
obecrieueHus.

6.23. DnexkTpoHHbIE COOOIIEHUS JOJKHBI CTPOTO0 COOTBETCTBOBATH CTAHAAPTaM B
obnactu aenoBoit 3THKH. Mcronb3oBaHHe 2NIEKTPOHHOM NMOYTHI B JTHYHBIX LIEJISAX
He nomyckaercs. CoTpyJaHHKaM 3alpeliaeTcss HanpaBlisiTh KOH(HAEHUHAIbHYIO
MHQOpPMALHIO IIKOJBl 10 3JIEKTPOHHOM IMo4Tte 0e3 MCHoJb30BaHUS CHCTEM
wudpposanus. Ctporo KoHpuaeHunanbHas uHGopmauus Lllkonsl, HU NpH KaKuX
o0CTOSITENBCTBAX, HE IOMJIEKUT INEPEChUIKe TPETbUM JIML@AM II0 3JIeKTPOHHOI
noyre.

6.24. Wcnons3osaHue coTpyaHukamu I1Ikosibl NyGIHYHBIX TOYTOBBIX SIIHKOB
3JIEKTPOHHOM  TOYTBI ~ OCYIIECTBISETCS  TOJBKO TPH  COIJIACOBAHHH  C
OTBETCTBEHHBIM 3a obecrieuenue GesonacHoctd uHGopmaiuu JIBC npu ycnosuu
MPUMEHEHHUS] MEXaHN3MOB IH(POBaHHS.



6.25. CoTpyaHMKH IIKOJBI JIsi OOMEHa JOKYMEHTaMM JOJDKHBI HCIIOJB30BaTh
TONIBKO CBOM OMIHATBHEIH a/[pec 3MeKTPOHHOM MOYTEL.

6.26. CoobOieHus1, mepechuiaeMble 10 JIEKTPOHHOMN IOYTe, NPeACTaBIs0T cO00H
IIOCTOSIHHO HCITOJIB3YEMBIH HHCTPYMEHT /Il 3JEKTPOHHBIX KOMMYHMKAILWH,
MMEIOLIMX TOT JK€ CTaTyc, 4YTO M IUCbMa M (PAKCHUMMIIBHBIE COOOILEHHS.
DIIeKTPOHHEIE COOOIIEHHS TOJIeKAT TAKOMY K€ YTBEPXKIAECHHUIO U XPaHEHHIO, YTO
M TIpOYHe CpeACTBa ITMChbMEHHBIX KOMMYHHUKauui. B uensx npenorspaiieHus
omubOK NpH OTMpaBKe COOOMIEHUN MOJIB30BATE/IM IEepell OTNPABKON JIOJDKHEI
BHHUMATeJbHO IIPOBEPUTh IPAaBUIBHOCTh HAlMCaHWs HMMEH H  aJpecoB
nosnyyaresieit. B ciydae nonydeHus cooOIEHHUS JIMIIOM, BHUMAaHHMIO KOTOPOTO 3TO
cooOlIeHne He MpejHa3HayaeTcs, Takoe cOOOLIeHHe HEeOOXOAMMO MeperpaBUTh
HETMOCPEeCTBEHHOMY  Iony4areqio. Ecium  moinydeHHas TakuM — oOpasom
uHOpMAIMsT HOCHT KOH(QHIEHIMAIbHBIM Xapakrep, 00 9ToM  cleayer
He3aMeTUTeIbHO TpouH(opMupoBats aamuuHuctpatopa JIBC. OtnpaBurens
DNEKTPOHHOTO  COOOIIEHHMs,  JOKyMEHTa  MIM  JIMLO, KOTOpOe  €ro
IepeapecoBbIBAET, JOJKEH yKa3aTh CBOE MMA W (paMMIIHIO, CIy)KeOHBIH anpec u
TeMy COOOILEeHHUS.

6.27. He nomyckaercs Npy MUCMOJIb30BaHH JIEKTPOHHOM MOYTHI:

- pacchulKa COOOMmEHWH JIMYHOTO XapakTepa, HCIOJB3YIOUX 3HAYUTENIbHBIE
pecypchl 3JIeKTPOHHOM MOYTHI;

- pacchblIKa peK/IaMHBIX MaTepHasoB;

- TOAMHCKAa HA pacChUIKY, y4YaCTHe€ B JUCKYCCHSAX M TOAOOHBIE YCIYTH,
MCITONIB3YIONINE 3HAYUTENbHbIE PeCypPChl IEKTPOHHON MMOYTHI B IMYHBIX LIEIAX;

- TMOMCK M YTeHHe COOOIIeHUH, HanpaBIeHHBIX APYTUM JHLaM (HE3aBHCHMO OT
crocoba uX XpaHeHHs);

- IepechblIKa JIIOOBIX MaTepuajoB, Kak COOOLIEHMH, Tak M MPHIOKEHHUH,
COIep)KaHHWEe  KOTOPBIX  SBISETCS  NPOTHUBO3aKOHHBIM,  HEINPHUCTOMHBIM,
3JI0HAMEePEHHBIM, OCKOPOUTEIbHBIM, YIPOXKAIOIIKUM, KJIEBETHHYECKHM, 3J00HBIM
WJIM CIIOCOOCTBYET MOBEACHHUIO, KOTOPOE MOXKET PacCMaTpUBAThHCs KaK yroJlOBHOE
MpecTyIieHHe WJIM aJMHUHHCTPAaTUBHBIM TPOCTYNOK JHMOO NPUBOAUT K
BO3HMKHOBEHHIO TI'PaXkJIaHCKO-IIPABOBOM OTBETCTBEHHOCTH, OECHopsaKOB HIIH
MPOTUBOPEYHUT CTAHIAAPTaM B 00JIaCTH ITHKH.

6.28. OO0beM mnepechuIaeMoro COOOIIEHUS! IO JJIEKTPOHHOW I10YTE HE [OJIKEH
npesbiath 2 MOainT.

6.29. Bce monb3oBaTeny JODKHBI OBITH OCBEJIOMIJIEHBI O CBOEH 00s3aHHOCTH
coobmare 00  HM3BECTHBIX HWJIM  TNOJO3peBaeMbIX MMM  HapyIEHUAX
WHPOPMALIMOHHON 0e30MacHOCTH, a TaKkKe JIOKHBI OBITH NPOMH(OPMHUPOBAHEL O
TOM, YTO HHU IIPH KaKUX 0OCTOATENBCTBAX OHU HE JOJDKHBI MBITATHCS UCIIOJIL30BaTh
CTaBILIKe UM U3BECTHHIMU cllabble CTOPOHEI

6.30. Ecniu umeeTcs MOJ0O3pEHHE WM BBIABICHO HAJMYHM€ BHPYCOB HIIM HHBIX
pa3pylIMTENbHBIX KOMIBIOTEPHBIX KOJOB, TO cpa3y Iocie HX OOHapyKeHus
COTPYAHHK 00sA3aH:

- HE I0JIb30BaThCS U HEe BBIKIIIOUATE 3aPa’K€HHBINH KOMITBIOTED;

-He MOJICOeIMHATE 3TOT KOMIBIOTEP K KOMIbIoTepHOH ceTr L1IKkos! 10 Tex 1op,
IoKa Ha HeM He Oy/IeT MpOM3Be/IeHO y1ajeHne oOHapy)KeHHOro BUpyca U MOJIHOe



AHTHUBUPYCHOE CKaHUPOBAHHUE.

6.31. CoTpyaHHKaM IIKOJIBI 3aNpelaeTcs:

- HapylaTh HHYOPMaMOHHYIO 6€30MacHOCTh U PaboTy CeTH IIKOJIbI;

- CKAaHMPOBATH MOPTHI UK CHCTEMY OE30IaCHOCTH;

- KOHTPOJUPOBATh pabOTy CETH C IepeXBaTOM JaHHBIX;

- MOJIy4aTh JOCTYIN K KOMIIBIOTEPY, CETH WJIM YYETHOH 3aliCcH B 00XOJ CHCTEMBI
UIeHTH(HUKALMK NT0JIb30BaTeNs HJIM 0€3011aCHOCTH;

- HCIOJNB30BaTh JHOOBIE NPOrpaMMBbl, CKPUNTHI, KOMaHABl HWJHM Iepe/aBaTh
cooOIlleHHsT C LeNbl0 BMelaTbCs B paboTy WM OTKIIOYMTH I10JIb30BATEs
OKOHEYHOT'0 YCTPOMCTBA;

- mepejaaBaTh MHGOPMALMIO O COTPYAHHUKAX MJIM CIIMCKH COTPYAHHKOB ILIKOJIbI
IIOCTOPOHHHUM JIHLIAM;

- co3/1aBaTh, OOHOBIATH WM PacCHpOCTPaHATh KOMIIBIOTEPHBIE BUPYCHI U IpOYHeE
pa3pylIMTeabHOE IPOrpaMMHOe oOecrieueHue.

OTBETCTBEHHOCTD 32 COXPAHHOCTh JaHHBIX HA CTAUMOHAPHBIX U ITOPTATHBHBIX
[IepCOHANIBHBIX KOMIIBIOTEPAaX JIEKHUT Ha I10J1b30BaTeIsX.

Heo0Ox0auMo peryisipHO Jenath pe3epBHbIE KOITUU BCEX OCHOBHBIX CIIYKEOHBIX
JNaHHBIX ¥ MPOIPaMMHOI0 obecrneyeHus.

6.32. CoTpyAHHKH HMEIOT IPaBO CO34aBaTh, MOAUMUIMPOBATEL H yIaNATh (haiibl
U JUPEKTOPUM B COBMECTHO MCIIOJIB3YEMbIX CETEBBIX pecypcax TOIbKO Ha TeX
y4acTKaX, KOTOPbIE BbIJEJICHBbI JIMYHO I HUX, UIA MX pabodux rpynn MM K
KOTOPBIM OHU UMEIOT CAHKIIMOHHPOBAaHHBIH AOCTYII.

6.33. Bce onepanuoHHble MNpOLEAYPbl W NPOLEAYypbl BHECEHHS H3MEHEHWH B
HH(OpPMaIIHOHHBIE CUCTEMBI U CEPBUCHI J0JKHBI OBITH IOKYMEHTUPOBAHHI..

7.¥YnpasieHne HH(POPMALHOHHOH 0€30N1ACHOCTHIO.

7.1. Ynpasnenue Ub 11lkons! BkiItogaeT B ceds:

-pa3paboTKy W TOJJepkaHWe B  aKTyaJbHOM  cocTosiHuM  [lonuTuku
MH(OPMALMOHHON 0€30I1aCHOCTH; '

-pa3paboTKy M TOJJiepXaHHe B AaKTyaJlbHOM COCTOSSHUM  HOPMAaTHBHO-
METOIMYECKHUX JOKyMEeHTOB 1o obecneyennro Ub;

-obecrnieuenue OecrepeboitHOro (yHKUMOHMpOBaHMS KoMmruiekca cpenacts Ub;
OCyLIeCTBIIEHHE KOHTPOJIS (MOHUTOPUHTA) QyHKLMOHUpOBaHHs cucTeMsl Ub;
-OLIEHKY PHUCKOB, CBA3aHHBIX ¢ HapymeHusmu Ub.

8. Peasm3anusi noJIHTHKH HHPOPMALHOHHOH 0€30NaCHOCTH.

8.1. Peamuzauus Ilonutuku Wb Illkoasl ocymecTsisercs Ha OCHOBaHHMH
JOKYMEHTOB, PpEerJIAMEHTUPYIOIUX OTHENbHbIE NPOUEAYpPhl M IPOLECCHI
npodeccuonanbHoi nesitensHocty B Llkorne.
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